Avaya has been a great experience. The first year was actually pretty good. The next two were real challenges. In many ways our fortunes bottomed out at the end of 2002. We had a really nice rebuilding year in 2003, and we're continuing that in 2004. So we're not through all of the challenges, but we're definitely on a good trend with product and customers.
LS You can't pick up any magazine or newspaper without reading about voice over IP (VoIP) . Why now, and not 10 years ago? Why now, and not five years in the future? It just seems like it's everywhere. DP I think the technology to do voice-over packets at the base level has been around 10 years. Frankly, the quality-of-service benefits of some of the competing protocols, such as frame relay, looked for a while like a better solution. But the reality of IP as the winner for data and the reality that a convergence of networks to a single technology was the optimal solution drove the industry to a selection of IP as the right next technology for voice.
The reality of that didn't come to light until 1999 to 2000. Then we were confronted with the next step of implementation. As soon as voice got on the IP networks, the technologies that are used to make IP networks work well-like buffering, re-sending lost bits, and so forthwere recognized as in fact detrimental to good voice communications. So we had to understand what the network would have to look like now to accommodate voice communications.
In the last 18 months, I think we've figured out how to make voice really work in an IP environment. We've been waiting for that, and now we're ready to take off.
LS Can you speak a little bit about the killer apps for VoIP? DP Everybody wants a killer app, particularly investors, because they want to get in on the landslide. At Avaya we distinguish VoIP from IP telephony. Voice over IP is the packetized carriage of voice and the transport. That's been done for a long time actually, and in my view it's very reliable today and it's going to keep growing.
IP telephony is the application of voice within that environment, and that's in the very early stages of understanding what the real opportunity is. In the long term, we're dealing with a truly transformational technology for businesses. Right now, the early applications that have caught on are contact centers. That has been a particularly important application because there is so much networking value in the kinds of costs in a contact center. Those have been early adopters. The extreme manifestation is the location of agent groups outside of North America, even though they serve North American markets. That's obviously a political thing, but leaving that aside, that has been a killer app and has driven a lot of the earliest utilizations of IP telephony.
As we go forward, IP telephony and its follow-on technologies, such as SIP (session initiation protocol), are going to enable a knowledge in the network that can in turn drive applications and then communication interview
In the long term, we're dealing with a truly transformational technology for businesses.
capabilities that will be reminiscent of 2001 and Hal the computer-but without any of the malevolence, I hope, that was in that movie.
We've gone through a stage where the network has enabled an any-to-any connection-anybody, anywhere, anytime, anyplace. That's been done. Today, we are at a stage of the right person at the right time in the right place. Whereas we used to call a location, we now can call a device. In the future, we're going to call a person and it's going to be the right person because the application is going to know who the right person is, and the network is going to know the person's availability. Those things are going to get married, and the right thing is going to happen at the right time in a very optimized way.
Adaptation For instance, we're doing a lot of work on collaboration and conferencing. We're recognizing that some people who should be in any particular conference may have different technical capabilities at the moment than others. So if there are six people who should be in this trading opportunity at an investment bank, the traders on the desk might have three or four screens in front of them and you want to give them a lot of information and enable them to communicate easily with voice and e-mail and over the Web and so forth.
But the decision-maker may in fact be in a car and have only a cellphone with a two-by-two-inch screen. That person still may want to be aware of much of what the trader sees. So we'll be looking for the network in essence to arbitrate the information, recognize the capabilities of the devices that each user has, change the display process of the information in a way that what goes there is the essence of what the user needs, and then put that person in the conference.
If it's only with a RIM (BlackBerry) device, so be it. Let that person work his thumbs as hard as he can and stay in the conference. If somebody else is on a phone, do the voice-to-text translation so that the person with the RIM can see what's going on in the voice conversation as well. That's one of the offers that I believe the network is going to make in this converged world, and I think it's going to be a highly valued one, once we're all used to it.
LS What kinds of regulatory issues do you see around VoIP? Do the regulatory issues impact enterprise businesses in the same way they impact the consumer space-for example, 911 [emergency call systems]? DP My view is that our regulatory regimes are out of sync with the real world. We have politics-not in a malevolent sense, but in a small p sense-in charge of regulating a significant part of this solution set: telephone companies, cable companies, and so forth. And we have a political decision, perhaps with a capital P, that says we don't want to regulate the IP part of this and the Web part of this.
These are all part of the same whole. We run the risk of eliminating some of the things we take for granted in the old world as we go out of our way to enable the new world with competitive help.
The Federal Communication Commission's wireless enhanced 911 (E911) rules [providing 911 dispatchers with additional information on wireless 911 calls] do not apply in the same way when you get into Web-based telephony. A really glaring example is CALEA (Communications Assistance for Law Enforcement Act), requiring wireless and wireline companies to enable law enforcement agencies to access conversations in the wide area. LS That's one of my favorites. DP It's wiretapping, right? We've made a decision as a country that we're going to enable wiretapping. We forced wireline carriers to provide capabilities to do it. IP telephony, we're saying, is not subject to the same thing.
We are really fooling ourselves if we believe that the bad guys are going to be anywhere but over on the IP telephony side. Why would they use the old stuff, knowing that it's exposed in this way, if the other stuff were available and cheaper and more secure for their purposes?
The regulatory regimes have to realize that they can't tax and tax the old and free up the new, call it competition, and think it's going to last. There's a huge crosssubsidy in terms of infrastructure that moves from the wireline side to the Web side. If they bankrupt the wireline side, the Web goes, too. The politicians are going to have to deal with the inconsistencies of the regulation and the inconsistencies of their position-or the market will take it away, anyway. But I see very little in the way of a political appetite to grapple with this issue, unfortunately.
LS Should businesses that use VoIP have any extra security concerns about their voice network being hacked? DP Today they should. The VoIP network is probably the most porous thing we've had since you could walk into your neighbor's yard with your wireless phone and listen to your neighbor's conversation. We did a demonstration at the VoiceCon meeting a few months ago. I was giving a talk and I had one of our technicians dial into an ISP server that served his home and make a phone call to his house. He played back his conversation on the phone from the ISP server with a short delay. All he had going for him was a PC on the stage of the convention hall.
This stuff is in many, many cases all in the clear, and people are wholly unaware that it is. At Avaya, all of our conversations are encrypted; all of our call control is encrypted as well. So that couldn't happen in an Avaya environment. But for the consumer today, you should assume that IP telephony is in the clear until you know differently. LS I have talked to some people who believe a lot of this [lack of security] is because of the different vendors involved and the different points of interoperability-and not enough agreement about what needs to get done. DP And part of it is the proliferation of service providers, many of whom are unregulated because they have this virtuous position of using IP technology. I can't understand why that virtue supersedes all others, like E911, like security and privacy in your conversation, and so forth. Twenty-five years ago if you recorded or listened to somebody's call, you'd go to jail. Wiretapping was a federal crime. Today, it may be a federal crime but nobody is looking anymore, and, in fact, it has been enabled by the shift to this new technology. LS Let's put ourselves out in the future just a little bit. Ten years from now, what will VoIP be like? DP I'm going to go out on a limb and say VoIP is an access technology. I think the networks will be using different protocols unless IP evolves and becomes something else (and we just call it IP because it fits the marketing model). But there's going to be fiber-there is fiber in all interoffice communications. None of that is IP managed. Much of the office-to-office stuff is frame relay. There's no advantage to moving that to IP. You get better quality-ofservice control today using frame relay.
The office-to-office network is going to continue to drive down that road. Probably in 10 years it will be all fiber. Having said that, the access loop 10 years from now is going to be a combination of TDM (time division multiplexing) and some wireless and IP telephony. I think 10 years out, probably one-half to two-thirds of the base will be IP telephony, but there will still be a very large component that is essentially TDM.
We will see enterprises looking for applications that optimize the value of the applications to all the end users, including TDM endpoints. So CIOs and others are going to have to worry about a mixed technology network for a long, long time. But we're clearly on a path to migrate to IP telephony in enterprises, as well as in the access loop for consumers. I believe that's the right path.
I think we have to provide for these important valueadded attributes-E911, security, CALEA, and so forth. But the underlying technology path is clear. We'll be just at the beginning 10 years from now, I think, of really realizing the value of communication applications with business applications and robustly taking this knowledge of presence and capability that's in the network realtime and merging it with the value that's in the business application of selling insurance, or underwriting in an accident situation, or trading on your stock account, or whatever it is.
We have yet to define how those will be married together and what the attributes of that sharing will be. Of course, the communications companies won't define it, the users will. We'll be part of the enablement of it, and I think we'll be robustly down that path in 10 years, but only starting to see the business transformational impacts that this combination is going to have in the future. You can obviously see how to migrate node by node. But when you do that, you really want to retain the value of your applications across all of the users and across all the applications. So that incrementality to the migration plan is really the most complex question. There are not a large number of people with the skills to take these applications and these communication capabilities and optimize them on both technologies at the same time. Those are the people we have to grow very, very rapidly in order for this to work, because almost nobody can afford what we used to call in the PBX business, "the forklift upgrade."
LS
You could take one box out and replace it, but you can't take your whole network out and replace it. There is a better way. That's what we work with our customers on, but it's always situational-specific and customer-specific-and it's always complicated. That's the toughest thing we're going to have to deal with.
LS Any parting shots? DP I think it's important to keep in mind-notwithstanding the flexibility and complexity of it-the inevitability of it. My advice to people would be to create the vision of where you want to be in that five-to 10-year period and then make sure your investments at least have a part of the vector in that path. That way, over time you will get there. And at some point, you can pull all the rest out and just make it all happen. There was that point in analogto-digital conversions, and it had a huge payoff, particularly with carriers in the central office environment. Once they had 75 percent of their offices on digital, taking that last 25 percent out from analog to digital was dramatic in terms of its effect on managing the network, training people, keeping spare parts. But in order to do that, you have to make sure that each of these incremental steps takes you toward your goal. LS Very much an evolution. DP An old professor of mine used to call it logical incrementalism. I think that captures it. Know where you want to go and logically make sure you're always taking a step in that direction, even if you have to veer off and wrap in some other value propositions as you do it. You'll get there in the end. Q LOVE IT, HATE IT? LET US KNOW feedback@acmqueue.com or www.acmqueue.com/forums
